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* Main questions

Introduction:
Relevance of the problem
The main part :

1. Conceptual bases and basic elements of implementation
of software-controlled process of AlS development.

2. Models and methods of development and verification of
complex requirements to AlS.

3. Methods and means of development and verification of
architecture and design solutions to AlS

Conclusion:

Directions of development and implementation of the
proposed solutions in practice
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*

Relevance of the problem of quality assurance AIS CII

Relevance is conditioned by:
high requirements to functional and operational characteristics of AlS Cll (correctness, reliability,
performance and security);
the need to integrate newly developed systems with existing and legacy ones;
the need to operate in a heterogeneous environment on multiple hardware platforms;
high level of novelty, which limits the possibility of using standard algorithms of functioning and design
solutions.

Chaos

reports
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new CHAQS database.
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The percentage of projects that were
OnTime from FY2011-2015 within the
new CHAOS database.
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OnTarget from FY2011-2015 within
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The Traditional resolution of all software projects from FY2011-2015 within the new CHAOS database.



* The causes of the problems and risks

Obstacles:

- the main reasons for this state of Affairs is the
lack of participants in the process of creating
AIS CIl (user, designer and programmer-
developer) a single terminological and
conceptual framework, adequate logical and
mathematical apparatus,

How the customer How the Project

How the Analyst
explained it Leader understood it

desighed it

- there are no effective means of supporting the
processes of formation and analysis of the two
most important artifacts of the life cycle (LC) of
AIS IIC: a set of requirements and design
solutions.

What the customer
realy needed

How the Programmer

What operations
wrote it

installed

=150x

There is a high level of risk to obtain AlS that
does not meet the requirements of the
Customer and Users, while there is a high risk
of not meeting the limits of the allocated time
and financial resources in connection with the
detection of defects in system artifacts at the
later stages of the Software LC.

The relative cost of error
correction at different
sfages of the LC

20x
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Models, methods and means of industrial software and
hardware development

Specifications OMG (Object Management Group)
FUML (Semantics of a Foundational Subset for Executable UML Models), ReqlF (Requirements Interchange
Format), OCL (Object Constraint Language), UTP (UML Testing Profile), Action Languages (ALF, Scrall, ...), ...
Support tools :

Rational Rhapsody Developer, Sparx Enterprise Architect, MASIW (ISPRAS in collaboration with GosNIIAS
(FocHUIAC); Rodin, CPN Tools, SPIN; Eclipse Modeling Framework, Graphical Editing Framework, Modelio,
Papyrus, GEMOC Studio, ...

Monographs, manuals and other publications :

1.Bruce Powel Douglass, Real-Time UML Workshop for Embedded Systems - Peanusauusi TexHonorum Harmony —
UML, SysML, DoDAF 2.0.

23. A Practical Guide to SysML. The Systems Modeling Language. Sanford Friedenthal, Alan Moore, Rick Steiner
2012 Elsevier Inc.

4. Lenny Delligatti. SysML Distilled A Brief Guide to the Systems Modeling Language. Pearson Education, Inc. 2014.

5. Advanced and efficient execution trace management for executable domain-specific modeling languages Erwan
Bousse, Tanja Mayerhofer, Benoit Combemale, Benoit Baudry.

Eclipse GEMOC Studio [OnektpoHHbIn pecypc] — URL: https://projects.eclipse.org/projects/modeling.gemoc. (nara
obpatueHms: 20.06 2019).

[Meyers, B., Deshayes, R., Lucio, L., Syriani, E., Vangheluwe, H., Wimmer, M.:ProMoBox: A Framework for
Generating Domain-Specific Property Languages. In: 7th Int. Conf. on Software Language Engineering. LNCS, vol.
8706, pp. 1-20. Springer (2014). 5 09.01.2020



* Problems and solutions

Unresolved issues and constraints::

1) objective complexity of the task of constructing a
formal representation of the requirements for AIS ClI

on the basis of their initial informal representation in =
the terms of Reference; “-
REQUIREMENTS "*VEIW”

2) availability of a wide range of languages and
tools offered for building AIS ClI at various stages of
creation (justification of requirements, architecture
development, implementation of hardware and
software complex), in the absence of clear and
specific rules and recommendations for the use of
these languages and tools.

PHISICAL IMPLEMENTATION =
SW components + HW Components + Fw Components
+ Mechanical Components + Networks + Facilities, .

IMPLEMENTATION “VEIW”

Proposed Ways solve the problem in order to ensure the required quality of creation and maintenance of
AIS Cll at all Development LC stages are:

» building a unified model-language and software-information environment for development and verification of AIS
Cll, and

> development of algorithmic, instrumental and methodological support for the implementation of software-
controlled process of development and verification for  requirements, architecture and implementation formal
models of AIS CII.
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* Basic elements of implementation of software-controlled
process of AIS development

Functional Not Functional

Requirement \'I e — Il, Requirement The following means to build a
) ik o unified  model-language  and
; xml-scheme . . .
il ‘=¢| B o e |~:— tz_as.xsd, tz_swxsd information-software environment
b W e for development and verification of
AIS Cll are offered:

d_uc, d io, d_class (classes, relations) , d_regs
1) FUML, SysML, OCL , ALF, Scrall
modeling language,

Validation & Verification
] dsguacx ) Internal ) ( “

Refined Requirements Formal Model
d_io (ak, ioi, bj), ref_act, ref_seq, ref_sm

|n'uc|| dio ||d'_cfasses||d_regs]
¥ ¥ B SE &0

restseenario | 2) development methods and means
of subject-oriented ontology of AIS
Cll,

3) libraries and software products
that are implemented in the
framework of the Eclipse project:
Eclipse Modeling Framework,
Graphical Editing Framework,
Papyrus, Modelio.

REQUIREMENTS

FUMLEALF model Fz

Valldatnon &
Architecture Formal Model Vanﬁcatnon
d' act | d seq | f sm d_classes

SISTEM DESIGN =
ARCHITECTURE

/ Validation &
Verification

Program module, library
C, C++, Java,

IMPLEMENTATION SW components

The choice of these models, languages and tools is due to the fact that, firstly, their development is actively
supported by leading enterprises developers and consumer organizations SPTS, and secondly, both the
technologies themselves and the tools based on them are open and available for study, application and

improvement .



Development of requirements complex formal model

Functional Not Functional
Use Cases diagrams and Class e emait «artifact» .doc Bl
Get and analyze Use Case diagrams l i
ion: . A1 (Data collection Thesaurus ; xml-scheme
uc; (actory, function;, black;) - % Module to input Regs-
+ ~ X and 3"a|‘ls'5:' I da.ta (SOM API MS] fZ_aS,l’Sd, IZ_SW.XSd
- e - - \ [ Test Scenario
Develop an Interaction Overview diagram d_io (actory, io;, block;) < i
4 , ) Class F””ﬁt'on Clﬁss et Preliminary Requirements Formal Model
BN \ d_uc, d_io, d_class (classes, relations) , d_regs
‘i‘ Validation & Verification
| (adequacy ) (CInternal ) (external )
b
Class | Function |_, Class ¥
3 a fy by Refined Requirements Formal Model
J d_io (ak, ioi, bj), ref act, ref_seq, ref sm
Interaction Overview diagram | d_uc | | dio | | d_classes | | d_regs |
d_io AD -
Class]_[ Coleaon [ | [Class Example of quality management ontology fragment
2 | | SAnalse a «XapaKTepucTUKK KayecTBa TpeboBaHMIi»
F“"EEO“ (ATh Knaccudmkauma xapakTepucTUK KauecTBa
i % TpeGoBaHunM K CMTC
Class I
by Function |4 CEE I | | ]
& | : T E ApexsatHOCTb BHyTpeHHue BHewHue
OpHO3HAYHOCTL
Develop Class diagrams 4
d_class(classes, relations) e
while read (class by {create class(b attributess, functionse), [~ - | daﬁm data | ﬁ%a pel
wirite: class(bx attributes, functions) } public receive datarsource formmat, da1a |
glubllc analyse_data(data_info, data E_'gm
pu ic receve dala(source'fmmat d
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* Task-oriented ontology of the AIS domain

.. i E le of ontol
Fragments of ontology describing the composition and structure o ragment

Class Hierarchy diagram

of the system, ways of interaction between objects and subjects, e e

functional requirements for all its components: °pefn°;:B'j1‘;“;’;,’;§"°a e T—
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* The Quality Management Ontology

The Ontology of "AlS quality Management" describes the quality requirements of both the system
as a whole and each structural component

v_maturity()
v_availability()
v_fault_tolerance()
v_recoverability()

interoperability: Eset SW

HHTErpHpyeMocTh ¢ Apymumu [1C

BO3MOMHOCTb COBMCCTHOI'O L})_\'HKHIIUHII]]OBHHHR

~
L
> Ontology for 4
| r verification of hardware and software system quality
Reliability — o> Onronorua «OueHnBaHue kavyecTsa peanusaumn AUC KUW» <
HAJEKHOCTh
maturity: Epercent
3ABCPWICHHOCTD
availability: EPercent
FOTOBHOCTB Portabmty
fa,g!t"tder?nﬁe: Epert;gnt Compatibility NnepeHoCHMOCTh
o1 l\usu-\'c_r.ou YHBOCTH COBMECTHMOCTh =" -
recoverability: Epercent 7 “Eset SW Performance Efficiency aHap?aBﬂ'l ity: Eset_SW
BOCCTAHABAHBACMOCTD co_existence: Eset_ S hEKTUBHOCTS ananTHpyemMocTh

time_ behavior: EDate_Time
BPQML‘HHML‘ xap:mrcpmrnmn

v_co_existence()
v_interoperability()

resource_utilization: Eresourses
!Ipl:,’leith(} .'10[]_\ CTHMbIE HHI'])}"H\'H

capacity: ELimLoad

LTATHEIE HATPY3KH

instability: Erangi
VI00CTRO YCTAHOBKH
replaceability: Erang

JAMCHACMOCTDb

Usability

VI00OCTBO MCNOIbL30BAHUS

v_time_ behavior()
v_resource_utilization|)

v_capacity()

Maintainability

BOCCTAHABJIHBAEMOCThL

modularity: Erang

MOOYJIbHOCTh

reusability: Erang

BO3MOKHOCTB MOBTOPHOIO HCIIONB30BAHMS
analyzability: Erang

AHATHIHPYEMOCThL

modifiability: ERang

MOAU(HLHpPYEMOCTE

testability: Erang

TECTHPYEMOCTh

appropriateness_recognizability: Erang
000CHOBAHHOCTh NPUMEHCHHA
learnability: Erang

H3YHAEMOCTL

operability: Erang

YNpaeaaeMoCTb

user_error_protection: Erang
3AUHILEHHOCTE OT OLMOOK NOJAB30BATENSA
user_interface_aesthetics: ERang
ACTETHYHOCTD NONB30BATENLCKOr0 HHTED ll.lt: Hea
accessibility: Erang

JAOCTYITHOCTL

v_adaptability()
v_instability()
v_replaceability()

Security
J3alHUCHHOCTL

Functional Suitability
{b}’ HEKIHOHQJIbHaA NPHIOJHOCTD

functional_correctness: Epercent
(]l}' HKIHOHATEHAS KOPPEKTHOCTE

functional_completeness: EPercent

v_modularity()
v_reusability()
v_analyzability()
v_modifiability()
v_testability()

v_appropriateness_recognizability()
v_learnability()

v_operability()
v_user_error_protection()
v_user_interface_aesthetics()
v_accessibility()

L]}}' HKITHOHAIEHAA TTOJTHOTA

functional_appropriateness: EBoolean
(DVHKIIMOHAILHAS 11e/1ecO00pa3HOCTh

confidentiality: ERangSec
I\IOH(‘I]I‘I.’ICIII[HELI'I BHOCTE
integrity: ERangSec
LENOCTHOCTE
non-repudiation: ERangSec
HeOTKA3yeMOCTh OT JeiCTRHIH
authenticity: ERangSec

MOTHHHOCTL

accountability: ERangSec

OTCNCHHBAEMOCTE

v_functional_correctness()
v_functional_completeness)
v_functional _appropriateness()

v_confidentiality()
v_integrity()
v_non-repudiation()
v_authenticity()

v_accountability()




Ontology fragment
«AnropuTMm peweHUa 3apaun»
Overview class diagram

Use Cases dlagrams and Class

The development of the preliminary RC model is

Development of requirements formal model
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* Development of requirements formal model

Use Cases diagrams and Class
diagrams

Get and analyze Use Case diagrams
uc; (actory, function;, block))

The unified UseCase&Classes metamodel
- it is a preliminary model of functional requirements.

(Data collection
and analysis)

Function
fi

Example of ontology fragment
read om| Memamodens UseCase&Classes j OverviewClassdiagram

e e 1 «OcHoBHas koHUenumsa pewenus 3apgauu 50»
I l CpencTso HAKY f=) GeaCoord THU
Block B UseCase 1 | . : & ) S .
- ﬂ Actor | 1 i fed UNS ] = | Venouwii Homep - UNS - lnpota (rpap) - do 1PHY anopHo pacca
name : EString * name : EString m i pnction i 1| Wugexc - string - flonroa (rpan) - do Qi nepen VIHB=TPHEIT Howep - integer
[ description : ESting : f Haumenogarue - string ~Buicora (u) - doudle ueneao Efharerat o
| G . Haanauekue - string 4-8 HY ¢ PUK 1| lWar pacuera (cek) - Time
izIModelf]| - mode cooraTt 9 Mporoaup. HY B
| - Pexumel NpUMeHeHnA - Mode - geoCoor P 2 Maccue koopaunat - ArCoord
= *> 1 ™ . 101.199 [ 1g 1] Mynkr paamewjerna - UNP ggm:i:n“:y
. A Toapasaenenne - string
extension
+ YHC, pexmmsi [1.% .
) By 1 " Emmm ArrCoord
£ Alumaf g omedhurbue |, 0 leaKoopaumars - GeaCoord - Dara - date
— BasicFlow - Bpems - Time
i 1 - Tews - boolean
E ﬂéglﬂhl.lll « KoopanHaTH PTC| o I ~ UWnpora (rpag)
ooname : EString Disiocation B - flonrora {rpag). .
0.1 0 Ctype : EString A0 EE = Homep popmer HY - FNU - Bicota (w) - do..
7 fng . Ennceiick 4 Honep KA - UNKA
coisComposie : Eboolear seeonpe 1 ction i . Apasnp fata HY - date
2] 2 oisUnique : Eboolear Decision] | nEnwaceo Mogpaspenenne 0 Howep BL1 - byte VKA i
Condition B FlowOfEvents colower : Elnt 'l}’se 25“”3'”‘ HaaBakue - string Homep THna HY : TNU ~Vx (knifc) - double T
T e Coupper : Elnt Esurmrpu i Ha3wauenue - string Homep pewenus - integer - Vy (kwic) - double
T expression ; EStrin VenoeHuii Homep - UNP Moandukarop - byte By aic) - double
| (km/c)
Lucnokauys - Dislacation 3noxa - date Oceeuennocts KA =)
I 1 7 Moseisoit - Call Homep CK - NSK raeTpHuil Homep - integer
n Y] membarEnd ~r-TosigHoit ¥C : Callus Birok - integer e e ko
1 I Boiickosan yacte : Mill... Bpema 3kB - T_\me 5 CoordkA [l [ | Bxoa e ekt : TimeGeoCoord
- 0. | panedOperation v ' i Cropocts KA - VKA 1 T | Beixoa 13 TeHi - TimeGeoCoord
1 | : ) nyird ; Koopautarst KA - Coord... 5 X (km) - double et rernE Time
g Step navigableQwnedEnd 0.1 . — Bann kostdmumert - Sbal Y (k) - double Bpews Ha caery : Time
| E B - Elu,mﬁ Tloruy uikana cun - inte -Z (km) : double
o order :ENl Operation 5 =5 = ; -
S| HY FCU
| name : EString : 20808 :
| unfctlon R 14086 oo
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' § L =
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* Development of quality requirements for the AIS function

lomoeHocmb (QocmynHocms)

t_availability

Yemolivusocme ¥ omiasam

t_fault_tolerance()

BoccmarasnusaeMocms

t_recoverability()

Mapamempes! wumamyol
Hazpy3ku

t cpu nf)
t mem_n()

lpedenbHo donycmumbie
Hazpy3ku

t cpu I)
t_mem_If)

LenocmHocms

t_integrity

Heomckazyemocms om deicmeutl

t non-repudiation

Modnunnocme
{AymenmuguyupyeMocis)

t autenticity

OmcnexusaeMocmes

t_accountability

implementation
Example of quality management ontology fragment
«TpeboBaHUA K hyHKLMOHaNbHbLIM Bo3MOXHOCTAM AUC KUN»
TpebosaHusa K (hyHKUUOHANbHLIM
so3moxHocmsam AMC KA
<> K>
e
e
HadexHocme ﬂpouseodumenbﬂocmb SawuwenHocmb
<> BpemexHiie nodxap-Ku
3agepwennocs KonghudenyuansHocme
t time_behavior() T
T matarity t confidentiality
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*Methods and tools for verification and validation formal models
of requirements

.  — Trace Analysis
Formal model of requirements SysML&OCL&ALF e
. from FUML&OCL
to CPN ML
bdd reqs
— attribute1 : T maxvalue
el YRR reliability —_ ( CPN Tools )
+ function1(Type) : void performance_ 2
— function2() : Type response Time I
- N . Defects of the
uc requirements
| complex
o1 Active Class )
. W md,a.ebiz) — attribute1 : Type I
init result ifi i
ini + operationi(Type):void [ ) Critical Events Analysis
\_ ) — operation2() : Type I
. Event
| | - timestamp : long
Virtual machine for execution, validation : : + getTimestampy() - long
and verification fUML (ALF) models | UMD | |
i2il e TraceEvent
Executor public class Executor { I I - activityExecutionID : int
public ParameterValueList . + getActivityExecutionlD() : int
execute (Behavior behavior = -
Execution execution = this.locus.false | . ]
T O 0; Next tasks for VM fUML
A= + = + = | = >execute
> next step
Locus @ ExecutionFactory > resume Y




* Methods and means of development architecture and design
solutions

? @ :xample of a sequence diagram metamodel
.Beod cymo4Ho20 nnaHa»

>( Query from DB of : d-class, d_io )

l Y us I‘Ion:.aoaa're.ri;.l {[ —] menu : EmerPIanForm I I —] control : PlanComroller ] l » bsys : IBbdSystem I
oo ffenterPlan () :‘ oo lfenterPlan () il oo /flconnectWithBbd () ;

" I 1 =

[cease ¢ BB/ ycTanosnena) o JidisplayEnlErDaleé(}
oo flenterDate () |
L o-‘h‘dlsplayF’osslbleoberatlons (8]

Case:
(ref_act (1), ref_seq (2), ref_sm {3}) [-_J S

Create Plan subflow g |

L1

[M3rMmernmeTcs nnad] = = |

/" dact 1\ [ dseq 2\ Tdsm 3\ | !‘ Updiots Pian subsow

foonrL_nodec) (cm'fmfi?.ﬂﬁ?"mﬁ“ ) 5= ou) 0 T 5 |
Sm = {entry, do_infer, Delete Plan subflow I
val_var, exit } ; j
{object_node} (Cmate Llfe,men - classa LEJ_Q;LJJQ!.s__c_gm!g{:.l_m.l!JE_:_Qq_(fl : ]
T= {t’l}! 360 [etae) o ffdisplayError ()
Create ﬂ’coﬂd'twn} th= {avant’ guard_cand,

{pre-conditiong} [col nstramt] messagey}

(,m,ffﬁ';fﬁzzﬁg
\_ J

t action}

Example of a State Machine diagram : PlanString

setKa/ka=k;str.setKa(ka)

setSplraIfsplral-sp “str.setSpiral(sp)
setOkik/okik=0k;"str.setOkik(ok)
addStation/numStations++;*str.addStation(st)
fka=0;spiral=0;0kik=0;numStation=0;"str.create()

def (So, Sin)

m [numStations<=10]

14 q
A Addmg anew entl’y tO DB ) [ka=>0; spiral>0; okik>0; numSlatnons)U] EnterStrin cancel
* generateStrmg 9 ),
(Convertmg d_seq to d_act; d smto d_ act\‘ 1 jpumstations>0)
removeStation/numStations--;"str. removeStation(st)
[string not exists] [else] 1
( Refinement d_class) ( Error
[spiral>=activeNu] [else] IL
"pl.addString(str)
delete ( Canceled
L\ Exit’str.delete() j
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“Methods and means for verification of architecture and

design solutions

Formal architecture model

rr— fUML,
e OCL, ALF
bdd g 4 1 dsm h
Allocated from ) 0
—
{ e & &
\_ 0 J/
regs (~ d_seq )
reliabilty —sdlogn -
by ‘User :Login
: i
Active Class || \L : an J
— attribute1 : T
e b g ; activit ALF™)
+ operation1(Type) cvoid [/ © CreateObject :]
— operation2() : Type . action result:
L init classifiier J

s ™
it »( bdd & reqs Modelica Analysis)
( d_sm Analysis A
I Event-B translator |
E 'y
9 C Rodin D) P
e ; ~
. d_seq Analysis
-~ Promela translator |
g ¥
L C SPIN D) J
j I
d_act Analysis
| _y| CPN ML translator |
C CPN Tools D
\_\ g _/

Virtual machine for execution, validation

and verification fUML (ALF) models

Executor

fUML (AL[Fﬁ

public class Executor {
public ParameterValuelList
execute (Behavior behavior
Execution execution = this.locus.false

execution execute ();

Critical Events Analysis
0..1

Event
- timestamp : long
+ getTimestamp() :long

TraceEvent

- activityExecutionID : int
+ getActivityExecutionlD() : int

Next tasks for VM fUNIL

¢ — — — — — | ] =>execute
> next step
ExecutionFactory > resume p>
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Directions of work on the development and implementation
of the presented approach in practice

(" «Software Tools Complex\
for Automation Processes
of AIS Quality Control» DB

\

Software Tools Complex for
Automation Processes of AlS Quality Control
at all stages of their life cycle

Software Complex For Development and Adaptation of AIS

[«Thesaurus» DB
S

«Software Comple?
for Development

Thesaurus (domain Ontology)

Software Complex for Development and verification of AIS
requirements complex
The development module The tests development module

and verification of
AlS requirements
complex» DB

«Software Complex

of requirements complex of requirements complex

The verification module of
requirements complex

Software Complex for AlS design and development

Complex for
development of design
solutions and software

Complex for development of
design solutions and software
implementation testing

for AIS design and
development» DB

«Software Complex

implementation

L Complex for verification of J
design solutions and software
implementation

~z

Software Complex for AIS Testing Maintenance

Development Module of Development Module
program and methods for AIS testing for AIS testsing

for AIS testing

maintenance» DB

«Software Complex for
AlS maintenance and

Module for maintenance
and analysis of test results

JE

Software Complex for AIS maintenance and modernization

Module for determining
defects and forming

Module for Collection and
Analysis of the AIS =

functions informations a task for reworking

modernization» DB

L |

AIS quality control I

module after reworking

The Implementation and
application of this Complex will
allow:

1) timely detect and eliminate
defects of complex requirements
and design solutions through their
validation and formal verification;

2) improve the quality and efficiency
of AIS  development and
maintenance processes that have
the necessary functional and
operational characteristics, as well
as meet the requirements of
regulatory and technical documents
and operating conditions;

3) improve economic performance in
terms of reducing the financial and
time costs associated with the
implementation of additional work,
both in case of detection of any
defects, and when changing the
requirements or operatingxonditions
of AIS.



The presentation is end.

Thanks for your attention.



